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Saviynt Integration Guide

Saviynt is a converged Identity and Access Management (IAM) platform that unifies Identity Governance
and Administration (IGA), Access Management, Privileged Access Management (PAM), and Third-Party
Access Management into a single cloud-native solution. A GreyMatter integration with Saviynt enables
organizations to enhance security operations through enrichment and remediation actions within their
identity infrastructure.

Deployment Type

This integration supports private cloud deployments through port 443.

If you already know that your environment supports these deployments, continue to the next step. If you
are unsure, please check your organization's compatibility before continuing.

Required Information and Setup

To integrate GreyMatter with Saviynt, collect the following details:
e URL
e Username (with APl Access)
e Password
API Path
o Default: api/vb

Permissions and Functionality

Permissions

GreyMatter Capability \ Action(s) Required Permission
Set Password ROLE_ENDUSER
Respond ROLE_PWDRESET_ENDUSER
Enrich User ROLE_ENDUSER
Respond
Playbook Name Description Required Input Variables
src_user

The user gets an email with the newly generated Given a Saviynt username, this
password. They will need to set a new password. playbook will set a user password
to a randomly generated
password.

Set Password
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src_user
Returns details regarding the requested user,
Enrich User including all custom properties set by the Given a user’s details. Search on
customers environment. username, and displayname for
matches given a username input.

Disclaimer: All customer data is classified and handled as ‘Confidential’ (as outlined in our Data Classification & Handling Policy). Customer datais
restricted to authorized personnel only based on their business need. ReliaQuest uses least privilege and role-based access controls via Active Directory to
provision and manage access. Please see our Access Control Policy for more information. ReliaQuest employees are also required to sign confidentiality
agreements as part of their employment.
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